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Certificate Management

(o] Show Certificate Import PFX Certificate

Export Certificate... Generate a Self-Singed Certificate

Timestamp Server URL: | hitp:/ltimestamp digicert com Use Default

o Code-Signing certificate validated, expiration date: 5/4/2023

For clients to install third-party
updates, they must trust the
code-signing certificate. Click the
“Export Certificate...” button to
export the certificate to a (.CER)
file.

B Save As X || Inthe “Save As” dialog, give your
A B> ThisPC > Desktop v |0 | Search Desktop » || certificate a name and click the
Organize v New folder =~ @ || Save button.
& This pC A Name - Date modified Type
I Desktop = Client Logs Shortcut
& Documents # | Server Logs Shortcut
¥ Downloads
b Music v < >
File name: ~
Save as type: | Certificates (*.cer) v
» Hide Folders Cancel
Certificate Export Successful it Click OK on the Certificate EXpOI’t

to the "Trusted Root Certification Authorities" and "Trusted Publishers"
certificate store on clients. You can learn more at
https://patchmypc.net/documentation

o The certificate has been exported. Please ensure this certificate is added

Successful dialog.
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5L File Action View Window Help

e« s 8 E . B

|54 Group Policy Management

CONTOSO.LOCAL

4 _ﬂ_ Forest: CONTOQS0.LOCAL

| Status | Linked Group Palicy Objects I Grot

4 [ Domains

| Group Palicy Change Domain Controller...

Remaove

WView

Mew Window from Here

“ | C?E;OSI Create a GPO in this domain, and Link it here...
Ll au . . -

b 2] Doma Link an Existing GPO...
b 5 Group Elock Inheritance
b -?’ WMI R Group Policy Modeling Wizard...
I L] Starte o ]

= o Mew Crganizational Unit

I L[ Sites
s Group Policy Search...

Active Directory Users and Computers...

Next, we will distribute the
exported certificate to clients to
ensure they trust updates
published using the code-signing
certificate exported.

You can either create a new GPO
or edit an existing GPO.

To create a new GPO, right-click
the Domain and choose “Create
a GPO in this domain, and Link it
here....”.

Refresh
Properties
Help
I
Mew GPO
MName:

| PatchMyPC-CodeSigningCertificate|

Source Starter GPO:
{none)

If you choose to create a new
GPO, give it a name and click OK

|z Group Pelicy Management
v _ﬁ Forest: CONTOSO.LOCAL
v &4 Domains
v F3 CONTOS0.LOCAL

iy CONTOSO [T Settings
a:] Default Domain Policy
aia LAPS
aig MBAM

23l Edit...

- Enforced

"  Link Enabled

=
= Save Report...

a:| PatchMyPC-CodeSigningCertificate

Right-click the newly created
GPO or the existing GPO and click
Edit...
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= Group Pelicy Management Editor
File Action View Help

e=rmelEE

(= PatchMyPC-CedeSigningCertificate [DCT.CONTOSO LOCAL] Policy
~ % Computer Configuration
~ || Policies
| Software Settings
~ | Windows Settings
“| Name Resolution Policy
1] Scripts (Startup/Shutdown)
= Deployed Printers
~ B Security Settings
_:E| Account Policies
5 Local Policies
:ﬂ Event Log
5 Restricted Groups
7 System Services
4 Registry
4 File System
i_‘-‘ Wired Metwork (IEEE 802.3) Policies
_| Windows Firewall with Advanced Security
“| Network List Manager Policies
ﬂ' Wireless Network (IEEE 802.11) Policies
~ [ | Public Key Policies
_| Encrypting File System
| Data Protection
_| BitLocker Drive Encryption
| BitLocker Drive Encryption Network Unlock Certifica
*| Automatic Certificate Request Settings
7| Trusted Root Certification Authorities
*| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers

Import...
g All Tasks >
15 View >
.g Il Jirectory (COMTOSO.LOC
s Dofencl oo

In the “Group Policy
Management Editor” navigate to
Computer Configuration >
Policies > Windows Settings >
Security Settings > Public Key
Policies.

Right Click “Trusted Publishers”
and Click Import

Click Next on the “Welcome to
the Certificate Import Wizard”

Click Browse in the “Certificate
Import Wizard”

4 M > ThisPC > Desktop

Qrganize = Mew folder
~
A Mame
# Quick acces:
I Deskiop 5 PatchMyPC-CodeSigningCertificate
4 Downlo
= Docume

v

=1 Dirturec

Date modified

4/20/2018 438 PM

| File name: | PatchMyPC-CodeSigningCertificate

Search Desktop »
R i B ]
Type Size
Security Certificate 1KB
Certificate File (*.cen*.crt) ~
Open Cancel

In the Open dialog, select the
.CER file that was exported and
click Open
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€ L* Cerificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

the certificate.
Automatically select the certificate store based on the type of certificate
(@) Place al certificates in the following store

Certificate store:

| Trusted Publishers Browse...

Windows can automatically select a certificate store, or you can spedfy a location for

Cancel

Click Next on the “Certificate
Import Wizard” then click Finish
on the “Completing the
Certificate Import Wizard”

Click OK on the “The import was
successful.” MessageBox.

~ [ | Public Key Policies
| Encrypting File System
| Data Protection
| BitLocker Drive Encryption
| BitLocker Drive Encryption Metwork Unloc
| Automatic Certificate Request Settings
| Trusted Root Certification Authorities

| Import...
thorities
All Tasks >
] Wiews >

If you used a self-signed
certificate, you *MUST* also
import the exported .CER file to
the “Trusted Root Certificate
Authorities” certificate store in
addition to the “Trusted
Publishers”

Right-click the “Trusted Root
Certificate Authorities” and click
Import... and repeat the same
steps used to import the .CER file
into the “Trusted Publishers”
certificate store.
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el Allow signed updates from an intranet Microsoft update service location -0 - Wlthln the same grou p p0|lcy
E} Allow signed updates from an intranet Microsoft update service location ObjeCt, NaVIgate tO Computer

O Not Configureg  Comment: ~]1! | Configuration > Administrative
O Templates > Windows
O Disabled e

Supported on: [ At |east Windows Server 2003 operating systems or Windows XP Professional with | ~ Components > Wlndows U pdate'

SP1, excluding Windows RT

Opsers: e Click the “Allow signed updates
This policy setting allows you to manage whether Automatic -~ from an intranet Microsoft

Updates accepts updates signed by entities other than Microsoft
when the update is found on an intranet Microsoft update

<enice location. update service location” policy.

If you enable this policy setting, Automatic Updates accepts
updates received through an intranet Microsoft update service

location, if they are signed by a certificate found in the "Trusted H “ n
Publishers” certificate store of the local computer, C||Ck Enabled .
If you disable or do not configure this policy setting, updates
from an intranet Microsoft update service location must be

Fgned by Microsoft. Click the OK Button.

Mote: Updates from a service other than an intranet Microsoft
update service must always be signed by Microsoft and are not
affected by this policy setting.

bty will ot o sy ot om Windows RTPCs. -0 This policy is required by clients
- | | to allow third-party updates to
| o ][ concel |[ appty | be installed.
v 5 CONTOSO.LOCAL We have now completed the
a CONTOSO IT Settings certificate and Group Policy pre-
i/ Default Domain Policy requisites for publishing updates
il LAPS on the server and client side.
4 MBAM
a:| PatchMyPC-CodeSigningCertificate
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https://docs.microsoft.com/en-us/windows/deployment/update/waas-wu-settings#allow-signed-updates-from-an-intranet-microsoft-update-service-location

