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For clients to install third-party 
updates, they must trust the 
code-signing certificate. Click the 
“Export Certificate…” button to 
export the certificate to a (.CER) 
file. 

 

In the “Save As” dialog, give your 
certificate a name and click the 
Save button. 

 

Click OK on the Certificate Export 
Successful dialog. 
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Next, we will distribute the 
exported certificate to clients to 
ensure they trust updates 
published using the code-signing 
certificate exported. 
 
You can either create a new GPO 
or edit an existing GPO. 
 
To create a new GPO, right-click 
the Domain and choose “Create 
a GPO in this domain, and Link it 
here….”. 

 

If you choose to create a new 
GPO, give it a name and click OK 

 

Right-click the newly created 
GPO or the existing GPO and click 
Edit… 
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In the “Group Policy 
Management Editor” navigate to 
Computer Configuration > 
Policies > Windows Settings > 
Security Settings > Public Key 
Policies. 
 
Right Click “Trusted Publishers” 
and Click Import 
 
Click Next on the “Welcome to 
the Certificate Import Wizard” 
 
Click Browse in the “Certificate 
Import Wizard” 

 

In the Open dialog, select the 
.CER file that was exported and 
click Open 
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Click Next on the “Certificate 
Import Wizard” then click Finish 
on the “Completing the 
Certificate Import Wizard” 
 
Click OK on the “The import was 
successful.” MessageBox. 

 

If you used a self-signed 
certificate, you *MUST* also 
import the exported .CER file to 
the “Trusted Root Certificate 
Authorities” certificate store in 
addition to the “Trusted 
Publishers” 
 
Right-click the “Trusted Root 
Certificate Authorities” and click 
Import… and repeat the same 
steps used to import the .CER file 
into the “Trusted Publishers” 
certificate store. 
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Within the same group policy 
object, Navigate to Computer 
Configuration > Administrative 
Templates > Windows 
Components > Windows Update. 
 
Click the “Allow signed updates 
from an intranet Microsoft 
update service location” policy. 
 
Click “Enabled”. 
 
Click the OK Button. 
 
This policy is required by clients 
to allow third-party updates to 
be installed. 

 

We have now completed the 
certificate and Group Policy pre-
requisites for publishing updates 
on the server and client side. 

 

https://docs.microsoft.com/en-us/windows/deployment/update/waas-wu-settings#allow-signed-updates-from-an-intranet-microsoft-update-service-location

